Configuration of 802.1X for Eduroam

I. Windows XP

To use Eduroam you need to have a supplicant installed on your computer. In this tutorial SecureW2
(which can be found at ICFO website) will be used but any other will work if properly configured.

Once downloaded, execute the file.

I SecureW2 Client 3.1.2 Setup

Waelcome to the SecureW? Client

e 3.1.2 Setup Wizard
Alfa & Ariss -~
Motwork S Soluti .

i e This wizard will guide vou through the installation of

Securews Client 3.1.2,

It is recommended that vou close all other applications
before starting Setup, This will make it possible ko update
relevant system Files without having bo reboot wour
compuker,

Click, Mext ko continue.,

uext:: | [ Cancel

Click << Next >>.



i SecureW2 Client 3.1.2 Setup |Z”EE|

Licenze Agreement
Please review the license terms before installing SecureW Client 3.1.2. ﬁ

Press Page Down ko see the rest of the agreement.,

SecureW'z, Copyright (C) alfa & Ariss ~

This program is free software; wou can redistribute it andfor rodify
it under the terms of the GMU General Public License as published by
the Free Software Foundation; either wersion 2 of the License, or
(ak wour option) any laker version,

This program is distributed in the hope that it will be useful,
buk WITHOUT &Y WARRAMTY; without even the implied warranty of
MERCHAMTABILITY or FITNESS FOR A PARTICULAR PLURPOSE,

If waou accepk the kerms of the agreement, click I Agree ko continue, You must accepk the
agreement toinstall Secured Client 3.1.2,

< Back ” I Agree ] [ Zancel

Click << I Agree >>.

I SecureW2 Client 3.1.2 Setup

Chooze Components
Choose which features of Securew'z Client 3.1.2 wou wank to inskall, ﬁ

Check the components you wank ko install and uncheck the components you don't want ko
install, Click Install ko start the installation.

Select components ta install: : 1 _DESF”F":'D”

= B Language

Space required: 264, 0KE

< Back ” Install l [ Zancel




Click << Install >>.

' SecureW2 - PreConfigure

Alfa & Ariss--[ |

Metwork Security Sclutions il

i — | — —
|

Please enter your credentials

Prafile;

Lsetname: | example@icfo,es

Re-enter Passward:

Password: | LA L L |

[_ (0] 4 H Cancel ]

Enter your credentials and click << OK >>.

" SecureW2 Client 3.1.2 Setup

| 11 Completing the SecureW?2 Client
3.1.2 Setup Wizard
Alfa & Ariss - &

Matwork Securty 5ol I:I-vmca U J
e E | 1 Your computer must be restarted in order to complete the

installation of Securew'? Client 3,1.2, Do you wank ko rebook
Ny

{3 I want ko manually reboat laker

< Back Einish Cancel

Click << Finish >> to reboot your computer.



Once you have the software installed on your computer you can connect to Eduroam.

i Wireless Network Connection

Network Taoll Choose a wireless network

g Refresh network, lisk Click. an item in the lisk below bo connect to a wireless nebwork in range or ko get more
infarmation,

eduroam Connected Y

.,—;g Zet up a wireless network
far & harme or small office

Related Tasks

W1 Learn abouk wirgless

networking
* Change the ardet of icfo Automatic {:i'
preferred netwarks ((ﬁ))
Unsecured wireless network ilﬂﬂﬂ

"}1 Change advanced
sethings

Disconnect

Click << Change advanced settings >>.

-4 Wireless Metwork Connection Properties

General | ieless Metworks

Usze Windows to configure my wireless network, zettings

Auvailable networks:

To connect to, disconnect from, of find out mare information
about wireless networks in range, click the button below.

’_ Wiew Wireless Metwiorks

Preferred networks:
Automatically connect to available network:s in the order listed
below:

@' eduroam [Aukamatic) Move up

1 icfo [Butomatic]

Maorve down
[ Add... ] L Bemove J [ Properties ]
Learn about setting up wireless nebwork
confiquration. —

’_ 0K ][ Cancel ]




Click << Properties >> to configure Eduroam:

eduroam properties

Association | Authentication | Connection

Mebwork. name [SS10; | |

[CJiConnect even if thiz network, = not broadcasting

“wirslezz network key

Thiz network, requirez a key for the following:

Mebwork, Authentication: | P2 ~ |

Data encryption: |AES

[ =]

The key iz provided far me automatically

Thig iz a computer-to-computer [ad hoc] netwark.; wireless
access pointz are not used

l k. ] [ Cancel

]

On the Authentication tab choose SecureW2:

eduroam properties

Asgsociation | Authentication | Connection

Enable IEEE 3021 authentication for this netwark,

EAP tope: | Elo=Rl0s b |

Authenticate as computer when computer information iz available

[] Authenticate as guest when user or computer information is
unavailable

[ Ok l [ Cancel

Click << Properties >> to select PAP:



SecureW 2 Profile: DEFAULT r>_<|

Alfa & Ariss -

Metwork Security Solutions i |—

| Connection || Certificates | Authentication | User account |

Select Authentication Method: | PAP L |

Confiqure

a4 ] [ Cancel

And enter your credentials:

SecureW 2 Profile: DEFAULT r>__<

Alfa & Ariss -

Metwork Security Solutions Il |_

Cannection | Certificates | Authentication | User account

Prampt: user For credentials [

Lsername: | obardes@icFa.es ‘

Passwgrd: | (LI I Il Il )]} ‘

Use this account ko logon computer [

(0] 4 ] [ Zancel




II. Ubuntu 9.04

Configure the native network manager accordingly with the following settings:

Editing eduroam

Connection name: |edurocam

¥ Connect automatically

Wireless | Wireless Security | IPv4 Settings

Security: ‘ WPA & WPA2 Enterprise | v |

Authentication: ‘ Tunneled TLS v |

Anonymous Identity: | anonymous@icfo.es |

CA Certificate: | (None) E]|
Inner Authentication: ‘ PAP ~ |
User Name: |Dbardes |
Password: |llllllllll |

| Show password

[ Available to all users ‘ ogancel ‘ ‘ @?Apply ‘

With the settings above you should get connected to Eduroam:



Connection Information

@ Active Network Connections
eduroam (default)
Interface: 802.11 WiFi (wlanD)
Hardware Address: 00:1B:77:04:B9:17
Driver: iwl3945
Speed: 24 Mbys
Security: WPA/WPAZ, EAP-TTLS, PAP
IP Address: 10.70.1.78
Broadcast Address: 10.70.1.255
Subnet Mask: 255.255.255.0
Default Route: 10.70.1.1
Primary DNS: 84.88.0.3
Secondary DNS: 84.88.0.5
ﬁ Close

III. Mac Leopard

The airport must be configured as follows:

,—{ AirPort TCP/IP DNS WINS AppleTalk I-—BD&H(—J Proxies Ethernet }—-.

¥ System Profiles
| [ Systemn Profile User Name: |jcespedes@-icfo.es |
¥ User Profiles

= PR EHiE D Password: |¢O!O¢--¢---.--¢ |

Wireless Network: |eduroam “

f

Authentication: Enable | Protocol
TTLS

TLS
EAP-FAST
PEAP
LEAP

MD5S

Configure. .. J

O000O®

etz e

® [Cancel) (_- OK )




And click << Configure >> to enter your credentials:

02/07/2009

User Name: |jce spedes@icfo.es

Password: |'l'll-.l...lltll-

Wireless Network: eduroam

Authentication; Enable | Protoco

Enter your TTLS authentication information below. The Quter
Identity will be sent in the clear.

TTLS Inner Authentication: | PAP a,

Quter Identity: lanonvmous@icfo.es I {Optional)

onfigure... (Canr.el) m

(Cancel OK )




